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Oregon is now the tenth state to enact a law prohibiting employers from accessing employees' 
private social media sites.  Passwords and other forms of identification used to provide access to 
employees' social media sites are now beyond the reach of employers or prospective employers. 
The new law is effective January 1, 2014, and will become part of Oregon Revised Statutes 
Chapter 659A.  

"Social media" is broadly defined under the law as any "electronic medium that allows users to 
create, share and view user-generated content, including, but not limited to, uploading or 
downloading videos, still photographs, blogs, video blogs, podcasts, instant messages, electronic 
mail or Internet website profiles or locations."  The definition includes standard social media 
venues such as Facebook, Twitter and LinkedIn, as well as the newer bulletin board-type sites 
like Pinterest and Instagram.  Email accounts are also included. 

The law makes it an unlawful employment practice for employers and employment agencies to: 

 Compel or request an employee or applicant to provide access to their personal protected 
social media accounts; 

 Compel or request an employee or applicant to add the employer to the employee's list of 
contacts or “friends” associated with a social media website; and 

 Compel or request an employee or applicant to access a personal social media account in 
the presence of the employer. 

The new law also prevents employers from retaliating or threatening to retaliate against 
employees or applicants, or otherwise penalizing employees or applicants, with any adverse 
employment action, including failure to hire, because the employee or applicant failed to provide 
the employer with access to the site by any of the means prohibited by the statute. 

Limited Exceptions 

If the employer provided the social media account, or if the account was provided on behalf of 
the employer to be used for the employer, then the employee must disclose the user name and 
password he or she uses to access the account. 

Nothing in the statute prohibits an employer from complying with state and federal laws, rules 
and regulations, or conducting a legitimate employment investigation "for the purpose of 
ensuring compliance with applicable laws, regulatory requirements or prohibitions against work-
related employee misconduct," if the employer has reason to believe, based on specific 
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information, that content of an employee's personal online account or service is implicated or 
otherwise involved.  The investigating employer may also require an employee to share social 
media content reported to the employer if it is necessary for the employer to make a factual 
determination about alleged unlawful work-related misconduct.  However, even in connection 
with a legitimate investigation, the employer is prohibited from requiring an employee to 
disclose a username, password or other form of access to his or her social media accounts. 

This law does not impact an employer’s ability to access information and content posted by or 
about an employee or applicant that is publicly available, such as public information on a 
Facebook account and any content not designated as private by the account holder. 

Finally, if an employer inadvertently gains knowledge of an employee's access information by 
monitoring usage of the employer's network or employer-provided devices, the employer is not 
liable for having the information if the employer does not use the information to access the 
employee's personal social media accounts. 

What Steps Should Oregon Employers Take? 

Employers should review their social media policies to ensure they conform to the new statute.  
Managers, supervisors and others involved in the hiring process should be trained to ensure they 
do not violate the statute. 

Negligent hiring should not be a concern.  The law provides immunity for negligent hiring 
actions based on the employer's failure to obtain password-protected access to an employee's 
social media account.  
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DISCLAIMER  This summary provides general information and should not be construed as legal advice or a legal opinion on 
any specific facts or circumstances.  If you have specific legal questions, please contact Lisa Amato at Wyse Kadish LLP, 
503.228.8448, or laa@wysekadish.com  
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